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Abstract
This paper is exploring the introduction and modernization of corporative governance in public
institutions, specifically in the Romanian State Treasury, by standardizing the risk evaluation
in audit (RBIA). The authors are considering that achieving results in the country's progress is
impossible by only implementing imported external solutions - for optimal results adjustments to
internal and external historical characteristics and local interests are required. This requirement
is reinforced by analyzing the economical devlopments that have taken place during the last 20
years (since migrating the economy from a centralized state to free markets), which also supports
the authors' premise that further significant development is possible if the proper methods are put
in place.
Definition
• For Management [1] it is important to detect risks, to classify and deal with them in
order of probability of occurrence and the imminence of the negative effect that they can
produce, although not all risks can be addressed.
Internal audit helps the organization to achieve its objectives by assessing, through a systematic
and methodical approach to its risk management processes, control and management of the
company, making proposals to improve the effectiveness.
• Risk Management - involves a rational approach to risk identification, measurement,
analysis and highlighting the most effective variants in terms of cost / benefit. Risk
management process covers the following key stages:
1. identification of risk;
2. quantification and risk assessment;
3. analysis, decision and planning quantities (plan and budget);
4. operational risk management;
5. risk monitoring;
6. Reporting risk.
• Risk management [2] - can be defined to be a systematic process involving human and
material resources and based on risk analysis to achieve an optimal outcome.
• Risk management - methodology aimed at providing a comprehensive risk control,
which helps maintain an acceptable level of exposure to public entity, with minimum
costs. Risk management covers a wide range of activities strictly defined and organized,
starting their conditions of existence and the fundamental objectives of the public entity
and the risk factor in the design of an optimal and efficient operation.
Closely related to risk management is the concept of management audit.
The following is some definition of management audit:
1. Audit management [3] is an attempt to assess the performance of its various
processes and functions.
2. TG Tokhe "audit management has been defined as a critical bye comprehensive
management of all aspects of the process".
3. William P. Leonard a comprehensive and constructive examination of an
organizational structure of a company, institution or branch of government, plans,
objectives and their operations.
4. Leslie R. Howard is a management audit investigation business from highest
to lowest order to clarify whether management measures have achieved their
purpose by facilitating relations with the outside world's fective and efficient
organization and smooth inside.
5. Taylor and Perry audit management is a method of assessing the effectiveness
of management at all levels of the organization, including investigation of
business by an independent professional body ..
• Risk management can be achieved by addressing two directions:
• functional management: identification, analysis, measurement limitations, monitoring,
etc..
• operational management: managing daily operations within the policies and procedures
defined limits.
Steps to initiate a process of risk management.
Risk approach, prescribed by rules made the subject of many discussions and interpretations. In
the following section we present different objectives.
Risk management approach [4] should focus on establishing policies, procedures and methods
for conducting and monitoring the long-term activity, taking into account: optimizing value
by quantifying risk, an overview of risk estimate, a conceptual framework for its for the
organization's management and risk prevention, an adequate job in the sense of clearly defined
responsibilities to improve decision making, according to the processes and functions - thus
lowering the cost of monitoring.
Objectives of risk management:
• Future risk management within the entity to risk vulnerability, in order to provide a
satisfactory level of assurance in respect of the objectives;
• Identification and internal audit events, transactions, transactions that may affect the
entity's business objectives and expected results, monitoring the identified risks within
the risk appetite;
• The strategy and identify events which may affect the entity, activity and results;
• Risk management is generated throughout the body, at every level, structure and form of
organization, operation, internal audits provide a general and comprehensive perspective
on risk
• Providing satisfying insurance to management and middle management.
• Targeting all processes to achieve all goals in one or more separate but connected
categories with common features.
Specific stages of risk management
• Identifying risks that may affect the effectiveness and efficiency of operations, the rules
and regulations, confidence in the financial and internal management and external, to
protect property, prevent and detect fraud;
• Establishing acceptable levels of risk exposure:
• Evaluation of the likelihood that the risk to occur and the size of its impact;
• Monitoring and evaluation of risks and adequacy of internal controls to manage risks;
• Verification reporting budget execution, including the involved programs.
Features in the risk management process.
Management Risk management is a complex process that begins by establishing an infrastructure
and continuing the identification, analysis and risk assessment, measures to avoid or minimize
losses, and financial decisions in the treatment necessary to minimize losses that cannot be
avoided.
Given that studies have identified several defining characteristics of the risk management process:
• Risk management allows management decisions to facilitate communication between
operators, regulators and public on the nature of the risks and their administration;
• Risk management requires appropriate and sufficient data to be developed, thus requiring
a proper organization of information flows;
• Risk management is a process of management decision support;
• Risk management provides, structures and presents the best available risk information to
support and facilitate the best management decisions;
• Risk management includes identification and risk analysis, identification, analysis and
selection of alternative measures of risk control and performance evaluation;
• Risk management programs are structured, yet flexible, allowing them to be developed
and adapted for different situations;
• Risk management is an integrative process;
• This risk can be ruled by cost-benefit analysis in the context of limited resources. Risk
management logical structure, make consistent, documented, and clarifies the approach
to choose, depending on uncertainties and benefits, the competitive alternatives;
• Risk management should cover the entire spectrum of risk, spreading from relatively
common minor events, which pose small challenges, to those with very low likelihood
but that may have very serious consequences;
• Risk management programs including performance measurement and call for monitoring,
tracking and reporting processes in relation to expected results;
• Risk management involves gathering information from disparate areas and consolidating
the results into a single "picture" which would give the complete snapshot of risk in the
organization.
It can be said that risk management identifies and evaluates activities and occurrences that
reduce the likelihood of events and consequences that may disturb the organization, leading to an
increased safety level than before the application of risk management programs.
Figure 1 - Managing risk for financial and accounting activities
Source: adapted from Gerard Valdine, J.-F. Gavanou, C. Guttmann, J. Le. Vourc'h, Controller & Auditor, Ed
Dunod, 2006, p. 315.
Risk management models
A risk management model provided by the Orange Book
Figure 2 - The risk management provided by the Orange Book
Source: Orange book
The analysis of the model reveals the following:
• The model must operate in an environment where the appetite for risk has previously
been identified.
• Risk management is not a linear process, it is a way to balance a number of connected
elements, which interact with each other and which must be in balance to each other if we
are to effectively manage risks. Some specific risks can not be resolved independently of
each other, and risk management may have an impact on another risk, or measures can
be identified and implemented that will prove more effective in controlling multiple risks;
• The model divides the process of risk management in key components to illustrate them
as suggestive, but in reality all these components are mixed in an ingenious way to
create a single whole. A particular stage in which someone is on a certain risk need not
necessarily be the same for all other risks.
• The model illustrates that the fundamental process of risk management is not isolated
but takes place in a certain context and that some resources must be placed in the overall
process to generate results that are intended to be achieved by managing risk.
B-The Risk Management developed the MFP
The structured driven risk management process is shown in the figure below:
Figure 3 - The Risk Management
Source: Handbook on Methodology for implementation of standard internal control, risk management
The analysis of the model is based on the following characteristics:
• The idea that suggests that risk management does not relate to an isolated entity but an
entity integrated in its existing environment, called context.
• This model divides the risk management process in components, arranged in a logical
sequence of this process, but in reality, these components come together harmoniously to
create a whole;
• Risk management is not a linear process, its components interacting all the time.
Managing one risk can have an impact on other risks and steps identified as being
effective measures to control risk may be beneficial in controlling other risks as well.
• Tolerability of risk (although not shown in picture above), is a key element in risk
management process that characterizes every organization in part because defining the
overall management practiced in that organization. A higher tolerance of risk is not
necessarily bad, nor a lower tolerance does necessarily mean a good management. In
conclusion, the tolerability of risk and resources related is the essential problem to find a
balance between resources and benefits.
• Risk management is a continuous process of learning and implementing the necessary
theoretical principles of risk management. What is particularly important in seeking to
reach an effective risk management is continuously reinforcing an organizational culture
of risk.
C-Risk management model in the standard AS / NZS 4360/2001 [5]
Figure 4 - Stages of the Risk Management Process
Remarks on model:
• Establishing the context: determining the strategic, organizational and risk management,
and determine the structure analysis and the criteria against which risks will be assessed,
identifying the affected parties / stakeholders and definition of communication and
consultation;
• Hazard identification: identification as a basis for further analysis of what can happen,
why and how, including hazards and associated consequences;
• Risk analysis: in terms of probability and severity, scope control and the effect of control
measures on the severity of consequences, likelihood and severity of production can be
combined to estimate the level of risk;
• Evaluation and ranking of risk: risk levels estimated by comparing pre-set criteria,
continued risks can be ranked to identify priorities, risks identified as a low priority may
be accepted without being treated, and become only subject to monitoring and review;
• Treatment risks: developing and implementing a management plan that should include
considerations on the allocation of financial and other resources, and deadlines for action;
• Communication and Consultation: consultation and communication with affected
parties / stakeholders, internal and external, every step of the process of risk management;
• Monitoring and review, monitor and review risk and performance assessment system of
risk manage ment and the changes it may affect.
D-A risk management model
Figure 5 - Risk management model
Given the model, the risk management process involves the following steps:
• identify activities, operations;
• identify risks associated with them;
• determining factors / risk criteria;
• risk assessment;
• ranking / prioritization of risk;
• determining the person responsible for risk management;
• defining an action plan and monitoring compliance therewith;
• systematic reporting of the implementation of recommendations.
E-Model the strategy of risk-based internal audit (RBIA), the State Treasury, created by
author
Figure 6 - Circuit mechanism for implementing risk-based internal audit (RBIA)
Source: made by author
As part of corporate governance, internal audit is undoubtedly circumscribed to the organizational
culture, and plays an important role in the efforts made so that the entity is achieving its objectives.
To achieve the strategies, managers are continuously engaged in finding solutions to meet changes
in the economic environment. Therefore, it is natural that the internal audit position itself to
change over time. It si no longer a surprise that the State Treasury, in an attempt to achieve its
goals, is constantly faced with new risks.
In a turbulent economic environment, the risks are diversified and sometimes influence, at times
decisively, Treasury strategies.
The problem becomes acute, particularly in the event of economical crisis.As shown in figure
nr.58 at this stage in the State Treasury, for internal audit, innovations must be made to identify
those activities with high risks in the treasury accounts following the switch from cash accounting
to accrual accounting, which, as we have highlighted previously, is to be applied in the State
Treasury. In my opinion, compared to the current system, the differences are firstly in order for
the implementation of internal audit based on risk and secondly, to identify risks and their division
into two categories: inherent, to be taken by audit plans (annual and triennial) and the residual
risks that go directly to the jurisdiction of internal control and have a subsequent follow-up to
date with the introduction management.Once accrual accounting is introduces there are some new
categories of risk, such as those arising from:
1. review accounting procedures and regulations, including the chart of accounts
2. appropriate training for staff
3. long period of time for implementation
4. computer system changes
5. getting the materiality
6. changing domestic and international legislation
7. change of auditable activities
8. absence of appropriate work procedures for audit
9. absence of procedures for controlling
10. lack of internal control and fully formalized
11. nonexistent history reporting system
12. fraud in economic factors
13. emergence of new categories of operation (foreign currency).
New categories of risk that are identified as being of interest to internal audit in the execution of
phase shift in foreign currency in the State Treasury and especially the national implementation of
the Single Euro Payments Area framework (SEPA) and migration to SEPA payment instruments,
credit institutions, payment systems and payment service users in Romania, provided by the PSD
(Payments Services Directive). At present, retail payments in national currency (which include
payments to the State Treasury) had a large share in total non-cash payments, which makes
automated clearing system the main channel for non-cash settlement payments in Romania.
These types of risks, which are added or existing ones listed in the passage of the new accrual
accounting, are mainly these:
a. Interest rate risk
b. Risk of spread
c. Foreign exchange rate (spot)
d. Risk of dividend
e. Risk index
f. Volatility risk
g. Counterparty risk
h. Market risks which, in turn, may be
H1-risk liquidity, solvency
H2-refinancing risk
H3-likelihood of recovery (time, money exchange, interest rate)
We believe that special attention must be given to the counterparty risk in these aspects:
• need for efficient back-office procedures to: pay, clearing, preservation of titles,
confirmations
• expanding legal issues by establishing a contractual basis (existence, conditions), of law
(European law or international), the netting site (bilateral, multilateral), notifications
counterpart.
These risks can be assessed as inherent internal audit system and, consequently, will be subject
to audit plans and procedures. Among the residual risks of internal control taken we are
mentioning:
a. insurance on the base material
b. quality of internal audit
c. failure to provide professional auditors
d. drafting of internal regulations on controlling generalization
e. risk of delivery of financial instruments
f. setting margins in securities
Considering the multitude and diversity of risks, it requires, in our opinion, creating a nationwide
data bank on all the risks faced by the Treasury, a resource that can be found and analyzed the
internal auditors of State Treasury. This would avoid duplication, should speed up the objectives,
would enhance the typology and would standardize procedures and working mechanisms.
Taking into account the content of national and international professional standards in the
Treasury, we believe that it should proceed to a reconsideration of how the application of
the internal audit requirements by taking into account, in particular the rule of event risk
on all its activities.
To this end, we consider that, given the traditional methods used until now, it is necessary to
achieve a methodology that better exploits the experience and opinions from internal audit
practices based on risk.
Such a change of strategy is based on dynamic adaptation of the Treasury financial and economic
activity are having and profound change involving a first stage, a substantial effort, in terms
of concept, but also organizational. It belongs in a broader context of concern to management
on risks as part of a good management practice, and that to be effective, risk management must
become part of the culture of an organization. To this must be integrated into the philosophy,
practices and business plans of the organization, rather than being viewed or practiced as a
separate exercise.
Seen from this angle, we consider that the internal audit more effectively integrates the
control system of the Treasury and makes a better connection with other control activities
(in particular, internal control and controlling).
Therefore, the control environment can be considered as a basis for good management / corporate
governance.
The very model of management / corporate governance COSO (Committee of Sponsoring
Organizations of the Treadway Commission), prescribe the five essential elements of it.
Figure 7 - COSO Pyramid
Source: Ana Morariu, Flavia Stoian, Promoting corporate governance in the achievement of management,
financial audit, no.7/2006, Ed Chamber of Auditors of Romania, Standard, Australia / New Zealand, page 16
RBIA makes internal audit available to the Management Board, ensuring that their risk
management processes are effectively managed in accordance with the entity's risk appetite.
For the implementation RBIA in the Treasury, it is necessary to establish a methodology of work,
including structures, methodologies and processes to be applied depending on their features.
As shown in the literature, [6] certain preconditions must be met for implementing the strategy
RBIA:
▪ knowledge of significant inherent risks (above the risk appetite);
▪ assess and prioritize risks;
▪ defining risk appetite and approval by management;
▪ set appropriate control policy inte rn;
▪ proper training of executives, in order to raise awareness, risk identification and
monitoring control systems.
We believe that this last prerequisite is crucial especially as regards the involvement of
decision-makers, both in determining the risk/risk appetite, and especially, to create a team
spirit in each organizational structure so that each employee can be trained in the knowledge
of a number on high risks. Being successful in this endeavor depends if the entire community
of employees is aware that controlling and internal audits offer guarantees of an efficient
course of the organization. In this way, CEOs must create what in technical language means
"Controlling animation. [7] This "phenomenon" is visible, especially in terms of updating
risk categories included in the risk register.
Preparing the Treasury to introduce RBIA can be achieved by the successive crossing of the
following steps:
1. maturity assessment of risk, embodied in a register of risks, on which the auditors
to formulate an opinion on the degree of control. With his help ensure the
identification, knowledge of specific risk actions and effects on sectors of
activity, and later to be managed and monitored. Once established, risks must be
assessed in terms of reporting to a certain level of appetite for risk management,
thereby creating an image of credibility and risk register.
In making it three procedures are used:
• interview;
• seminars and to the identification of risks;
• accounts;
• of your sources.
• audit planning, aims to identify and periodization (annual or multiannual) areas,
periods, structures that provide information management and security objectives,
the management or monitoring of significant risks and is done by completing the
audit plan, which contains elements:
• determining risks included in the audit plan;
• audits;
• expected time;
• name of the auditor;
• approval of the Audit Committee;
• the assurance to be in accordance with the internal audit charter;
• consultancy activities, which will be given by the Treasury Management;
• risks covered;
Noted that depending on the complexity of objectives, audit plans are prepared by varying
periods (less than a year, yearly, or longer). We appreciate that the Treasury aims are
closely related to budgetary and fiscal policies and will be met by exercising appropriate
control activities.
Given the conditions that Romania in its relationship with the European Union has, the
rights and obligations multiannual budget (see Financial Perspective [8] EU 2007-2013), the
exercise of internal audit, based on multi-annual audit plan, particular significance, in order
to participate in the Treasury tax and budgetary policies to ensure consistency in Romania.
3. achieving audit engagement as the basis of expression of the auditors, staff or the
team. With this mission, there is an individuation of targets, in order to provide
the Management Board, insurance, risk management and expression of opinion.
In our opinion, this step is essential because, starting from a quasi-general consensus (a
degree of ownership of risk according to the Register), to reach the formulation of objective
picture of the Treasury in terms of prospects and risk exposures which are substance of
recommendations that management will have to take into account. They have a corrective
role in document management. For us, we appreciate that, given the current situation, those
recommendations should obtain most often a mandatory status and therefore follow their
achievement in perspective to be first met.
4. update risk and therefore the scope of internal audit. For risk register to become
credible, we believe that it should be updated whenever necessary. In this way,
by promoting the spirit of animation, which I mentioned above, to create even
the motivation of employees (in general), auditors and managers (in particular),
regarding the correctness of collective decision on risk management Treasury
levels. In this way, we see the direct link, in itself, the risks and internal audit,
hence the name RBIA as shown below:
Figure 8 - Audit and risk.
Source: KH Spencer Pickett, The Internal Auditing Handbook, Ed Wiley, 1997, p. 229.
Analysis of components of risk management model.
Management strategies.
Achieving the perspective of risk management involves achieving the following activities:
• Planning actions that must take place to achieve objectives;
• Plan actions necessary internal control and risk management integration into the general
work plan (plan 1);
• Plan actions to be taken if risks materialize (plan 2).
Implementation Plan 1 and 2 are essential elements of a performance management that integrates
in its structure and risk management. The measures taken in handling risk management are
referred to the general theory of internal control internal control devices or instruments.
The diversity of devices / instruments of internal control is significant because all aspects of the
organization's activities and the organization as a global entity, but can be classified into six main
categories as follows:
• objectives;
• means;
• information system;
• organization, procedures;
• supervision.
Description of steps to be achieved:
Step No. 1. Stability pounds strategy setting overall objectives.
Each organization must develop their own policy-strategy of targeting the general. "Goals are the
positive effects that management tries to achieve or events / adverse effects that management tries
to avoid".
The general objectives of any organization can be grouped into three categories, namely:
• Effectiveness and efficiency of operation;
• Reliability of internal and external information,
• Compliance with laws, regulations and internal policies.
Standard [9] No.7 overall objectives of internal control must be consistent with the mission
(objectives) of the public entity.
Step No. 2. Setting specific goals and strategy determination thereof.
After setting the general objectives to develop specific strategies for each component functions of
the organization for setting goals and specific derivatives.
Specific and analytically developed, will take into account the following aspects:
• Management in terms of regularity, efficiency, economy and efficiency of general and
specific risks of the public entity in furtherance of the commitments by developing its
own strategy;
• Protection of public assets and public funds against losses due to error, waste, abuse or
fraud.
• Respect and enforcement of all provisions (laws, regulations, decisions of management);
• Developing and monitoring information systems for collecting, storing, processing,
updating and dissemination of data and information-communication and financial
management and quality systems and procedures for the establishment of regular
reporting.
Top managers and leaders and line managers, in addition to the general objectives will define their
mission and specific objectives, taking into account the characteristics such as specified below:
• Be integrated to achieve the mission entrusted;
• Distribution of targets inside the function, in view of building a pyramid of objectives
which all compete to achieve the general objective;
• The existence of opportunities to evaluate objectives expressed in real values, possible to
achieve, quantitative or qualitative indicators of activity;
• Monitoring the achievement of objectives, through the management information system;
• Integration in time schedules;
• To be specific, clearly and avoiding confusion.
Step No.3. Policy development strategy decomposition-derived targets, specify:
At this stage of managerial activities decompose goals derived specific functional components of
the organization, the activities and analytical tasks related to each item of existing implementation
of each compartment functional organizational structure. This work is done for the association
and defining specific risk tasks, activities carried out within the organization, which may affect
the objectives performance.
Risk analysis.
In recent years, risk analysis is considered more common practice in all fields, serving in
various possible options in choosing them. Have been developed for assessing macro-models,
incorporating components for management options, there are complex interactions between these
components and relationships "feedback". In these conditions every manager is encouraged to
become its own risk manager.
Risk analysis is a process the risk "gross" results in the process of identifying risks are grouped,
filtered and prioritized. The purpose of this activity is to provide detailed descriptions of risk
models for the organization so that the greatest risks and actions most appropriate risk control can
be planned and implemented in the next step of the cycle of risk management.
• Risk Analysis is a risk assessment that can affect an organization. It starts with
identifying threats, that is to gather as much data as possible, all foreseeable hazards.
It is very important not to overlook any threats, which is why it is important to make
use of comprehensive checklists. Once threats are known, the probability of manifestation
and severity of their impact on the organization must be calculated. Since future events
have a certain degree of uncertainty, estimating probability of materialization is done by
a margin of error.
• Risk analysis is an active and dynamic process by which risks are systematically
identified, analyzed and evaluated, so that it can provide a basis for future management
decisions.
In the risk analysis process we are using the terms of inherent risk and residual risk.
Inherent risk is caused by exposure to a specific risk before any measures taken to mitigate it.
Residual risk is a certain risk due to exposure after mitigating measures being taken, and
assuming that management's measures were effective. Risk mitigation measures are internal
control. That residual risk is a measure of the effectiveness of internal control, for which some
countries have replaced the term residual risk with the risk control.
Risk Analysis [10] is not an exact science. By establishing control activities to ensure that high
risk to become average or low to any subsequent disappearance. However, risks have to "evolve"
down.
b. The steps of risk analysis.
Scheduled risk analysis management model established risk management played above:
1. Identification of inherent risks;
2. Risk assessment and their quantification;
3. Risk prioritization:
• Setting exposure;
• Tolerance for risk assessment.
4. Application specific treatment residual risks, assessed, quantified and prioritized.
1. Identifying risks involved.
The risk in the work of a firm refers to the probability of missed objectives in terms of
performance (lack of quality standards), program (deadline for implementation failure) and cost
(budget overrun).
Risk factor is any factor that has a measurable probability to deviate from the plan. This of
course assumes the existence of a plan. Strategies, plans and programs of the organization are
elements that allow prefiguring reality and then confronting the actual outputs to expected results.
To achieve the objectives should be running sets of activities. An activity denoted (a) may be seen
as a risk if the following conditions are met:
0 <P (a) <1 (1)
P (a) = 1 = E (a) (2)
L (a) = 0 (3)
Where: P (a) = probability of an event (a) to occur;
E (a) = effect of the event (a) the objectives;
L (a) = monetary evaluation of E (a).
During the identification phase of risk we are assessing potential dangers, effects and their
likelihood to decide which of the risks must be prevented. Basically, at this stage we have
to identify all elements that satisfy conditions (1), (2) and (3). Also, this eliminates the risks
discrepancy, i.e. the elements of risk with low probability of occurrence or a negligible effect. This
means those elements for which P (a) or L (a) tend to zero can be neglected. Hazard identification
should be done regularly. It must consider both the risks as internal and external. Internal risks are
risks that the management team can control or influence, while external risks are under control.
Risk can be identified using various methods:
• Preparation of checklists covering potential sources of risk, such as environmental
conditions, expected results, staff, changes in objectives, errors and omissions in the
design and implementation, cost estimates and lead times;
• Analysis of documents available in the company archives, to identify problems that
occurred in situations similar to those of current;
• Using experience directly productive staff (heads of departments and teams) by inviting
them to a formal meeting to identify risks. Often people on the ground are aware of
the risks and problems that the office did not notify them. An effective land-office
communication is one of the best sources of identification and mitigation;
• Identifying risks imposed from outside (through legislation, changes in economy,
technology, relationships with unions) by appointing a person to attend meetings of
professional associations, conferences and special publications to cover.
2. Risk assessment and their quantification.
There are three principles [11] of utmost importance to risk assessment:
• Ensure that there is a clearly structured process to consider both the likelihood as well as
the impact of each risk;
• Recording of risk assessment in a way that facilitates monitoring and identifying the order
of priorities of risks;
• To understand very clearly the difference between inherent risk and residual risk.
Evaluation should be based as far as possible on independent and unbiased evidence, to consider
the full range of stakeholders affected by this risk and to avoid confusion between risk assessment
and assessment of the acceptability of risk.
Risk assessment includes determining the probability of materialization of risks and impacts
(consequences) on the objectives if they materialize. The combination of the estimated probability
and estimated level of impact is exposure to risk in the risk profile that is achieved.
Phases required risk assessment activities:
• Evaluation of the likelihood of materializing the risk identified;
• Impact assessment objectives if the risk would materialize.
Evaluation of the likelihood of materialization of risk
The probability of materialization of the risk-opportunity or event that is a risk to materialize
and is a measure for determining the possibility of developing risk quantification established
favorable or when the nature of risk and available allow such an assessment. The probability is
a measure of uncertainty is quantified by the percentage and the following reference levels: very
low, low, medium, high, very high.
Realizing the risk- Translating from risk (possible) to the certainty (the fait accompli). The risk
materialized becomes a possible problem in a difficult, if risk is a threat, or a favorable situation
where risk is an opportunity.
Impact assessment objectives if the risk materializes.
The impact is the consequence to the objectives, which can be, depending on the nature of
risk, positive or negative. The need for impact assessment is determined by the organization's
managers, and other personnel, are before a risk materializes, relative to individual
objectives, and are measuring how big are the consequences of the objectives if the risk
would materialize. The impact of any risk is characterized by the consequences of different
natures. Besides qualitative consequences, expressed descriptively, consequences in terms of
budget (costs), effort (for work) and time (possible delay in time to achieve the objectives) can
also be identified.
The impact of the risk may have the following components:
Impact (I)
-I C - Qualitative component (which may include quantitative indicators);
-I B - Budget component and / or heritage;
-I E - Component of effort;
-I T - Part time.
The impact is assessed against the following reference levels: very low, low, medium, high, very
high.
3. Prioritizing risks.
Once the risks are assessed, the organization will find out and assign priorities for the risks. The
higher the risk exposure is, the more will that risk become a priority. Risks with the highest
priority (major risk) must be constantly considered at the highest levels of the organization, and
so must be the Council's attention constantly. Risk priorities will change over time as risks are
addressed.
Specific activities to be undertaken:
• Setting Exposure at risk.
Exposure to risk is the sum of the consequences, as a combination of probability and impact,
that an organization can be exposed to against predetermined objectives where the risk would
materialize. Exposure to risk is a probabilistic concept, expressed as a combination of probability
and impact. Thus, it has significance only in the production risk. After the occurrence risk is
not an uncertainty, it becomes a fait accompli. In terms of probability theory this means that the
likelihood (materialize) the risk is 1 (positive). Under these conditions exposure to risk is in fact
impact. Grouping risks identified in an organization based on risk exposure lead to the risk profile
the organization, which is documented and prioritized overall assessment of the range of specific
risks facing the organization.
Inherent risk and residual risk are two aspects that the same risk: before the introduction of
an instrument of internal control and after the introduction of an instrument of internal control.
Therefore inherent risk exposure is a measure of "quantity" of risk they run organization that does
not work the internal control system and exposure to residual risk is a measure of the amount
of risk remaining after internal control was implemented. Because internal control is designed to
mitigate the possibility of developing risk and / or mitigate the impact on objectives between the
two exposures to risk, there is the relationship:
E inherent risk> E residual risk
Initial exposure to the inherent risk is determined by the "probability - high impact" before placing
an instrument of internal control. After implementing the internal control, risk exposure will
become the "low probability - low impact". A comparison of the two exposures that instrument of
internal control is effective.
• Tolerance for risk assessment.
Risk tolerance is "quantity" of risk an organization is prepared to accept or is willing to expose
itself at a time. The concept of risk tolerance have different meanings depending on the nature of
risk, which may be an opportunity or a threat. When considering the opportunities, the concept of
risk tolerance refers to an analysis of how much an organization is willing to risk while hoping
to benefit from the related opportunities, and when considering threats, risk tolerance concerns
tolerable exposure, justifiable to be achieved in practice.
Risk exposure (as a combination of probability and impact) as determined by an assessment makes
sense only in relation to the level of risk tolerance. When exposure to risk compares to risk
tolerance, the extent of risk control measures to be taken is obvious.
The absolute value of exposure to risk is less important than deviation exposure to risk tolerance.
Simply put, the essential is if that risk is tolerable or not.
Below is the rendered figure on tolerability of risk:
Figure 9 - Simple Tolerability Risk Matrix
Source: Orange book
If exposure to inherent risk (risk ratio of internal control measures of risk) is less than or equal to
the risk tolerance defined by managers then risk control measures are not required, which means
that the risks are acceptable. Otherwise, control measures are needed so that risk of exposure to
residual risk (risk remaining after risk control measures) to be within the risk tolerance limits set.
Setting a limit of tolerance to risk is a problem to put in balance the "cost" (financial and/or other
costs) exposure, where it would become reality. The tolerance to risk is to find a balance between
"cost" impacts and "cost" of risk control measures. This means that all risks, which have a level
of exposure that are above the tolerance to be treated by measures that exposure to residual risks
to be made under the threshold tolerance.
Setting the tolerance to risk is a major act of managerial responsibility, because this is determined
by risk exposure in conjunction with the cost of risk control measures.
Intensity of control measures is directly proportional to the deviation of exposure to the tolerance
established. Therefore, organizations applying risk management to general practice of using color
in view the risk profile. For instance, the highest exposure risks which deviates most from the
risk tolerance is used for red, which means that these risks cannot be accepted. Yellow (the
attention limit) is used for risks whose exposure exceeds the limit of tolerance, but the deviation is
moderate. The green color is represented, in general, by assumed risks, whose exposure is below
the limit of tolerance.
The risk profile of organizations to implement practices described above have the following
graphic:
Figure 10 - Profile Risk Matrix - Risk map in an organization
Risk profile, represented graphically above, resulting in pooling risks identified, evaluated and
ranked in relation to the size bias from tolerance to risk exposure.
This creates an overview of the organization in terms of risk, but have a practical value of risk
tables, which are structured to become operational risk management tools, presented in the form
below:
Inherent riskRisk
Name Probability Impact Risk tolerance Measures
Risk 1 H VH H * VH Treatment by internal
control risk
Risk 2 A A A * A Tolerance to risk by
maintaining internal
control
Risk 3 VL A VL * A No measures required
Table 1 - Risk Table
Note H, VH, AA, VL.A is the exposure and color intensity bias means exposure to risk tolerance.
So, once the risk register is built, it must be brought to the attention of management for "refining"
by identifying all significant risks, relative to risk appetite.
In the specialty literature sizing risk relevance (R) is classified in terms of both variable
components of each risk: consequence (C), the probability (P). The relationship of calculation is:
R = C * P model can be adapted or modified depending on the experience of auditors.
The connection between the two variables is expressed in the table below:
Sizing the relevance of risk
If there is a risk, OR,
Relevance of
risk
its consequences would be Likelihood
risk is
1 2 3 = 1x2
Total or partial closure of the organization on a Very high Very high
long time horizon (5) (5) (25)
Failure organization to achieve its objectives High Big
its major long time horizon (4) (4) (16)
Failure organization to achieve certain goals on a
limited time Average (3) Average
(3) (3) (9)
The occurrence of damage without affecting the major
goals of the organization Low Low
(2) (2) (4)
The occurrence of minor damage, without affecting the
objectives of the organization Very low Very low
(1) (1) (1)
Table 2 - Sizing relevance of risk
Source: Financial Audit, nr.11/2008, pag.6.
On this basis, management defines its appetite for risk. One such model assessment of risks
inherent meaning by reference to the appetite for risk may be:
The significance of the risks inherent appetite
for risk in relation to the Board
Consequence of
inherent risk
5 4 3 2 1
Likelihood of inherent risk 5 25 20 15 10 5
4 20 16 12 8 4
3 15 12 9 6 3
2 10 8 6 4 2
1 5 4 3 2 1
Table 3 - Assessment of inherent risks
Source: Financial Audit, nr.11/2008, pag.7.
In this way, the "head of internal audit will develop a risk-based audit plan to determine priorities
for internal audit activities in accordance with the objectives of the organization" and "the internal
audit program must be based on the risk assessment and be updated at least annually".
4. Application specific treatment for residual, assessed, and
quantified risks and their priorities
The problem of controlling/not controlling risks is addressed in a relative manner, i.e. depending
on tolerance. In this context we are speaking of risks that can not be controlled to a satisfactory
level of exposure or risks only manageable in part.
Alternative strategies adopted to control risk [12].
• Accept-tolerated risk. In this situation we do not take any measures, but should be
ongoing monitoring risk to determine whether there is an increased level of exposure;
• Transferring (outsourcing) Risk is the risk of transmission to a destination outside the
organization through an insurance policy or risk taking contract.
• Treatment (mitigation) risk-involves the application of appropriate control systems to
reduce the inherent risk identified to a minimum or an appropriate level that can be
tolerated.
• Avoiding Risk The risk response strategy is to eliminate activities (circumstances) that
generate risks. It should be noted that the option of avoiding risk is significantly reduced
in the public sector compared to the private sector.
• Risk termination is achieved by closure of the risk generating activity and can cause
partial or failure in achieving the objective.
• Handling difficult situations.
Response to risk is the action phase of the cycle risk management which seeks: to eliminate risks,
to reduce risks and/or to allocate risks.
Handling difficult situations means to develop plans aimed at reducing the impact if the risk
materializes. A strategy for difficult situations treatment is an alternative to other strategies,
but a supplementary one.
Having determined the above issues, we conclude that treating risks is to keep them under
control by measures of internal control.
Tools/internal control devices can be addressed in depending of how they work in treating risk.
We notice the following types:
• Tools/preventive internal control devices;
• Instruments/devices for internal control with remedial nature;
• Tools/for detective internal control;
• Tools /devices for directive internal control.
C. Monitoring, review and reporting of risks.
• Monitor risks.
Monitoring is the activity in which risks are subject to an ongoing process of continuous
surveillance to maintain their residual exposure under normal conditions, the tolerability
accessible, acceptance of risk by quantification and its treatment.
The probability parameter is likely mainly supervised as the monitoring strategy applies to risk
significant impact but low probability of occurrence.
• Review and report risks.
Review and reporting of risks is required for two reasons;
◦ Monitoring risk profiles change as a result of implementation of internal control
instruments and changed circumstances favoring the emergence of risks;
◦ Getting assurance on the effectiveness of risk management and identifying the
need to take further measures.
Review processes should be implemented to examine whether: risks persist, new risks have
emerged, the impact and probability of risks have changed, internal control instruments are
effectively put into work, some risks have climbed to upper management levels, etc. The results
of the reviews should be reported to ensure continuous monitoring of the risk situation and to refer
the major changes that require modification of priorities.
• Features review activity:
◦ Providing assurance that all aspects of risk management are reviewed at least
once a year;
◦ Provide assurance that risks are subject to review at a frequency as established
in relation to mobility of the circumstances and nature of internal control
instruments to be implemented;
◦ Establish mechanisms for alerting of higher level management on emerging risks
or risks already identified the changes so that these changes will be properly
addressed.
D. The purpose of the risk management process by completing the Registry of risks.
Good practice in the area recognized by the internal auditors have recommended that management
develops risk concerns for each department, and by pooling their risk register will be achieved the
overall organizational risk. The principle of corporate governance, transparency on virtually
any control/inspections action and internal or external audits should start by looking at the risks
register for the corresponding compartment. Development of the Risk Register will be completed
in accordance with the model given by the UCASMFC register [13] of the MEF. The
Risk Register includes residual and potential risks, but also the faced risks history (for the last
3-5 years) for each functional department and targets. A very important element is to establish
responsibilities for coordinating the development of the Registry for updating systematic risk and
its implication.
The Risk Register summary is shown below:
R
Inherent
P I E IC
Residual
P I E MR RS
Table 4 - Model summary of risk register.
Source: made by author
where:
P-Probability; I-Impact; E-Exposure; RS-Responsible; MR-Monitored risk, IC-Internal control, R-Risk.
Where:
E = P * I
Conclusion
Given the global economical developments that have taken place during the last years, better
unified methods to assess and manage risks are needed in order to maintain economic growth. The
authors believe that this document provides a new direction for auditing, based on risks and clearly
in contrast with the old methods of testing or auditing, a methodology that can be implemented
in virtually any related field. By using it, risks specific to different categories of operations are
better covered. In our opinion, internal audits based on risk should lead to an optimal organization
of all activities and can be achieved through ongoing assessment of internal control. Specifically,
once risks in the activities of the State Treasury are identified, it is necessary to evaluate and
classify them, and to base decisions on those findings, which will ensure maximum efficiency
while minimizing exposure.
While our study extensively covers the Romanian State Treasury operations, the methods and
procedures pertaining to risc management described therein can be implemented in any other
public institution.
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